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Delivering Frictionless, Centrally Managed Zero Trust Access

The Industrial CyberSecurity Challenge

The challenge of unsecured endpoints represents one of the most
significant vulnerabilities in an organization’s network. As
enterprises expand and adopt new technologies, the number of
endpoints—ranging from traditional computers to loT devices—
continues to grow. This expansion increases the attack surface,
making it challenging to maintain comprehensive security across
all devices.

The Integration

Elisity now seamlessly integrates with GYTPOL to enhance
endpoint security and microsegmentation capabilities. By
connecting with GYTPOL, Elisity’s IdentityGraph is enriched with
critical endpoint data, including configurations, compliance
statuses, and vulnerability information. This allows organizations
to create more effective and granular least privilege access
policies, ensuring that only authorized devices and users can
access sensitive resources.

Key Features & Benefts

Visibility: Integration with GYTPOL
provides comprehensive visibility into
endpoint mis-configurations and
compliance issues, helping identify
and address security gaps.

Control: Our GYTPOL Integration
enables the enforcement of identity
and context-based least privilege
access policies, both for North-South
and East-West traffic, across the
network.

Simplicity: The integration deploys
quickly and leverages existing
infrastructure, simplifying the
implementation of microsegmentation
and reducing operational complexity
and costs.
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How it Works

Assets are Classified into Policy Groups
Using Data from Gytpol

Policy Data sent to Virtual Edge
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Detailed Gytpol Enrichment Steps
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Simple API Integration:
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“Data Retrieval (pulling the latest agent status and device

information)

“Data Transformation (converting the Gytpol data to the format used

by Elisity)

“Update IdentityGraph (pushing the transformed data into

IdentityGraph)
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GYTPOL through API
credentials in the Cloud
Control Center within
minutes.

Data from Gytpol

Known in Gytpol = Yes
If an agent is present and active
on a device (call-home status)
Attributes such as: Hostname,
OS Version, Hardware Details,
and Misconfiguration Statistic
are imported into
IdentityGraph

Continuous
Verification Process

After initial discovery, assets are
continually verified, and this
enrichment process acts as a
cycle.

Enriched Endpoint Data:
Elisity's IdentityGraph is
immediately updated with
endpoint data from
GYTPOL.
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Policy Enforcement: Utilize
enriched data to rapidly
establish and enforce least
privilege access policies,
meeting industry standards
and enhancing overall security
posture.
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GYTPOL and Elisity

GYTPOL Endpoint Security

GYTPOL specializes in endpoint security management, providing solutions that ensure endpoint
compliance, mitigate vulnerabilities, and enforce security policies. The GYTPOL technology enables
organizations to continuously monitor and manage endpoint configurations, ensuring that all devices
adhere to corporate security standards. GYTPOL'’s platform helps identify misconfigurations and
vulnerabilities that could be exploited by attackers. GYTPOL automatically analyzes potential impact before
remediations take place to prevent disrupting of proper endpoint operation.

The Elisity Platform

Elisity offers a versatile identity-based microsegmentation platform designed for seamless integration with
existing access layer switching infrastructure, requiring no additional hardware or network downtime. The
platform delivers a wide range of benefits, including non-disruptive deployment, quick time-to-value,
comprehensive microsegmentation, adaptability, scalability, and visibility, making it suitable for
organizations of all sizes.

By leveraging IdentityGraph, Elisity provides context for effective security policy management, enabling
granular, least privilege access policies through identity-based microsegmentation. This approach secures
not only IT assets but also Operational Technology (OT) devices, ensuring compliance with industry-
specific regulations. With cloud-delivered agility and speed, Elisity can be deployed within an hour, without
the need for hardware or network upgrades, making it a highly efficient and robust solution for
organizations seeking to enhance their network security and compliance.

About Elisity

Elisity is a leap forward in network segmentation architecture and is leading the enterprise effort to achieve
Zero Trust maturity, proactively prevent security risks, and reduce network complexity. Designed to be
implemented in days, without downtime during implementation, the platform rapidly discovers every device
on an enterprise network and correlates comprehensive device insights into the Elisity IdentityGraph™. This
empowers teams with the context needed to automate classification and apply dynamic security policies to
any device wherever and whenever it appears on the network. These granular, identity-based security
policies are managed in the cloud and enforced across enterprise environments in real-time, even on
ephemeral IT/1oT/OT devices, using your existing network switching infrastructure. Founded in 2019, Elisity
has a global employee footprint and a growing number of customers in the Fortune 500.

About GYTPOL

Founded in 2019, GYTPOL is a first-of-its-kind solution provider focused on the configuration side of
endpoint security. Predicated on total visibility and deep context-awareness, the company’s flagship
platform identifies and prioritizes exploitable device settings. With GYTPOL’s push-button remediation and
reversion, it’s easy to secure any individual device or group of devices according to best practice standards
and available controls. Even better, GYTPOL accounts for operational dependencies, empowering users to
act without risk of business disruption.

Today GYTPOL serves over three hundred companies from around the world, securing over three million
devices. GYTPOL customers include healthcare organizations, banks, insurance providers, consumer
products companies as well as defense organizations and municipalities. A number of GYTPOL customers
are in the Fortune 500.
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